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 Secure it Easy™
 USB-Firewall – Control USB Devices

 

32bit Version:  1.2.0.0 
 
 

Your Data is only as safe as your endpoints. Without 
protecting USB Ports your data can be leaked, stolen, 
damaged or otherwise compromised.  
Unauthorized use of portable storage devices, if it is USB 
Flash Drives, iPods, MP3 Players, digital cameras, portable 
HDDs, mobile phones or other devices pose the biggest 
threat to your PC today.  
Without controlling the use of portable storage devices, 
Spyware and Malware intrusion whether intentional or 
ccidental cannot be prevented.  a 

 

Firewall for your USB Ports  
  

Secure it Easy acts like a firewall for 
your USB Ports by giving the PC’s 
Administrator control of what 
portable storage device can be used 
in connection with the PC as 
TrustedDevices. All other devices 
that are not explicitly trusted are 
excluded and cannot be used on the 
protected PC. 

 

  
  
With Secure it Easy your data 
remains protected and safe on your 
PC. You have the assurance that 
your data will not leave your PC on 
an untrusted storage device. Your 
data is additionally protected from 
Viruses, Spyware or Malware that 
can be introduced through portable 
storage devices. 

 

  

Endpoint Security for your PC  
  

Protects PCs from threats posed by portable storage devices like USB 
Flash Drives, MP3 Players, iPods, digital cameras and other devices with 
internal memory.

 

  
Manage Portable Storage Devices (TrustedDevices)  
  

The PC’s administrator is able to authorize the use of specific devices. 
These authorized devices are called TrustedDevices. By authorizing a 
device, a user will be allowed to access only one or more particular 
devices. Any other portable storage device connected that was not 
authorized by the PC’s administrator will not function. Self executing 
devices such as U3 smart Drives (USB Flash Drive with CD-ROM 
autorun functionality) will not be functional, unless authorized and thereby 
do not pose a threat.

 

  
E-Mail Notification  
  

Instant E-Mail notifications are sent to the PC Administrator if a device 
without authorization is connected to the PC.

 

  
Device Logging  
  

A device log is recorded for future reference and audit of all devices 
connected to the PC. 

 

  
Network "Offline" Capability  
  

Protected PCs or notebooks that are temporary disconnected from the 
internet remain protected and notifications are transmitted upon the next 
network connection. 

 

  
Administrative Control / Administrative Password  
  

An optional administrative password can be set to authorize only one PC 
dministrator to configure Secure it Easy.a 
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Know who and how data enters or 
leaves your PC by enforcing your 
endpoint security policy. Protecting 
your USB Ports has never been 
easier. 

 

  
  
  

SYSTEM REQUIREMENTS  
  

  • Windows Vista 32 bit  
   (all versions) 

 • Windows XP (SP2) 32 bit  
 • Windows 2000 (SP4)  
 • .Net 2.0 Framework  
 • Administrative Rights  
 • 32 MB of HDD space  
  
  
  
The intuitive interface allows for 
endpoint protection and 
configuration within minutes.  

 

  
Secure it Easy is ideal for the use in 
small and medium sized companies. 

 

  
 

  
  

  
   

 
Secure it Easy offers users a safe and secure working environment with portable storage devices. Users efficiency 
is not restricted since any USB device that was classified as a TrustedDevice can be used continuously on the PC 
while the PC administrators endpoint security policy is enforced.

 

  
The Secure it Easy user interface is available in English, German, French and Romanian.  
  
  
  
  
  
  
  
  
  

    

 

Contact:  CoSoSys Ltd. 
E-mail:  sales@cososys.com 

Phone:  +40-264-593110 
Fax:  +40-264-593113 

© Copyright 2004-2007 CoSoSys Ltd. All rights reserved. Lock it Easy, Surf it Easy, Carry it Easy, Carry it Easy +Plus, 
Carry it Easy +Plus Bio, Secure it Easy, TrustedDevices, TrustedLogin and Endpoint Protector are trademarks of 
CoSoSys SRL. Other brand names mentioned herein are for identification purposes only and may be trademarks of their 
respective holder(s). 
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